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OpenLDAPKk J

A OpenLDAP Software is an open
source implementation of the
Lightweight Directory Access
Protocol .

A How does LDAP work
A X.500

A DBY BerKeley DB
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G ~ g CentOS 5.8
Server Client

openldap- devel- $3VERSION pam_ldap $VERSION
openldap- $VERSION nss- pamldapd- $VERSION
openldap- servers - SVERSION openldap- $VERSION
openldap24 libs - $VERSION openldap-clients -$VERSION

openldap- servers - sgl - $VERSION ?0
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| AM g CentOS 5.8 (

A CommandAuthconfig - tui

{ Authentication Configuration

User Information Authentication
[*] Cache Information Use MD5 Passwords
i Use Shadow Passwords|
Use LDAP Authentication|

| LDAP Settings

Server: |GENZAFIAIVRVERV
CEEERMlldc=examp | e, dc=com




A de FY

A ConfigureFile x /etc/Idap.conf

URI Idaps:// Ioupms

BASE dc=tmmifimumints, dc=com, dc=cn
TLS_CACERTDIR /etc/openldap/cacerts

ss| start_tls
ss| on

tls_cacertfile /etc/openldap/cacerts/cacert. pem
tls_reqcert demand

pam_password md5

sudoers_base ou=SUDQers, dc=% "ogwine, de=com, dc=cn

timelimit 120
bind_timelimit 120

idle_timelimit 3600
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A ConfigureFile X /etc/nsswitch.conf

files services:
files

files netgroup: files| Idap

files | |
publickey: nisplus

automount: files||dap
al iases: A EEREDE




i A Jde FY

A ConfigureFile X /etc/sysconfig / authconfig

[root@localhost ~]# cat /etc/sysconfig/authconfig
SEWINBINDAUTH=no
SEKERBEROS=no
SESYSNETAUTH=no
SEPAMACCGESS=no
SEMKHOMED | R=no
ORGESMARTCARD=no
SESMBAUTH=no
SESMARTCARD=no
SELDAPAUTH=yes
SEDB=no
SEWINBIND=no
SESHADOW=yes
PASSWDALGOR | THM=md5
SELOCAUTHOR | ZE=yes
ISEPASSWNOC=no
SELDAP=yes
SEHESTO0D=ro
SECRACKL | B=yes
SENIS=no
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ConfigureFile x /etc/pam.dsystem-auth

etc/pam. d/system—auth

i This file is auto—generated
i User changes will be destroyed the next time authconfig is run

required pam_env. so

sufficient pam_unix. so nullok try first_pass
requisite pam_succeed_if. so uid >= 500 quiet
sufficient pam_ldap. so use_first_pass
required pam_deny. so

required pam_unix. so broken_shadow
sufficient pam_localuser. so
sufficient pam_succeed_if. so uid < 500 qyiet

[default=bad success—ok user_unknown—=ignore] pam_ldap. so
reygu l T Cd paln_pulm; L. 50

requisite pam_crackl ib. so try_first_pass retry=3 dcredit=—1 ocredit=—1
sufficient pam_unix. so md5 shadow nullok try_first_pass use_authtok
sufficient pam_ldap. so use_authtok

required pam_deny. so

optional pam_keyinit. so revoke

required pam_| imits. so

[success=1 default=ignore] pam_succeed if.so service in crond quiet use uid ‘
required /1ib/security/$1SA/pam_mkhomedir. so skel=/etc/skel umask=0077

reauired pam_unix. so (ﬁ
optional pam_|dap. so \\\\> ! /
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A b Mh N x £ Userinformation  Grouplnformation

rr: L | =

# dev, Group, ¢ 3 com. cn B xuyingwei, People, Timgeiaie. com. cn
dn: cn=dev, ou=Group, dc=twwSwgwizs, dc=com, dc=cn dn: uid=xuyingwei, ou=People, dc=t pwim'n, dc=com, dc=cn
objectClass: posixGroup cn: xuyingwei
objectClass: top homeDirectory: /home/xuyingwei
cn: dev ob jectClass: account
gidNumber: 200100 objectClass: posixAccount
ob jectClass: shadowAccount
¥ ops, Group, ‘™% ‘w'». com. cn lob jectClass: top
idn: cn=ops, ou=Group, dc=tmeiEegeine, dc=com, dc=cn l0: cn=|dapmanager, dc=1

tob jectClass: posixGroup shadowMax: 99999

-

pew'e, dc=com, dc=cn

objectClass: top duidNumber : 200101
cn: ops

‘ ‘ uid: xuyingwei
gidNumber : 200101 gidNumber : 200102
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B SUDOers, tmmtfs '». com. cn

dn: ou=SUDOers, dc=tmm""'mpgma's, dc=com, dc=cn
objectClass: top

objectClass: organizationalUnit

ou: SUDOers

B defaults, SUDQers, 0
dn: cn=defaults, ou=SUDOers, dc=t%
cn: defaults
sudoOption:
sudoOption:
sudoOption:

com. cn
S5 mpgea's, dc=com, dec=cn

ignore_dot

'mail_no_user

I'root_sudo

log_host
logfile=/var/log/sudolog
Isyslog
timestamp_timeout=10

sudoOption:
sudoOption:
sudoOption:
sudoOption:
objectClass: top

objectClass: sudoRole
description: DefaultsudoOption's

A b Mh X x &£ Sudoerdnformation ¢

§ %dev, SUDOers, tmmESimgminie. com. cn
dn: cn=%dev, ou=SUDOers, dc=tmm""mpgmn'n, dc=com, dc=cn
cn: %dev

;objectclass: sudoRole
objectClass: top

sudolUser: %dev
sudoGommand: /bin/su — yanfa ro
sudoHost: ALL

§ %ops, SUDOers, guinin. com. cn

dn: cn=%ops, ou=SUDOer s, dc=tmm&mgwiny, dc=com, dc=cn
cn: %ops

objectClass: sudoRole

objectClass: top

|sudoUser : %ops
' sudoCommand: /bin/su — lbs

sudoGommand: /bin/su — padm

I sudoHost: ALL
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